
Keep the reception area clean and tidy. 
 
Ensure that personal data is not visible to others (eg. leaving files on desk).     
 
Keep personal data out of sight of visitors to reception area. 
 
Ensure that their computer screen is not visible to visitors at reception. Ensure that their computer screen is not visible to visitors at reception. 
 
Diligence and attention-to-detail when entering data on to the School 
administrative system. 
 
Keep the data accurate, complete, and up-to-date.  
 
Adhere to information governance protocols if making changes (deletions, Adhere to information governance protocols if making changes (deletions, 
additions etc). 
 
Identify data subject requests when they are received (by letter, email etc). 
If received by telephone, asking the person to put their request in writing. 
Ensuring that all such requests (whether by phone, in person or by email or 
in writing) are immediately escalated to the Principal without delay.
  
Being cautious about requests for information: where a request for personal 
data is received, asking the requester to verify their identity, ascertaining 
whether the requester is legally entitled to obtain the personal data.  

Everyone within the School has a role to play in ensuring that the School can “demonstrate 
compliance” with data protection laws.  Set out below are some examples of the ways each 
person within the School community can help. These lists are by no means exhaustive; each 
School should consider how each of its key players can help uphold privacy, ensure ethical 
information governance, and respect data protection rights.   

Clerical staff/Receptionist/School Secretary
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Being suspicious: alert to possibility of impersonation, trickery, deception, 
phishing, social engineering etc.
 
Prepare post with high levels of diligence and attention to detail. Ensuring that 
the correct letter is put in the correct envelope. Developing post protocol 
checklist (eg. double-checking enclosures, envelope counts, etc). 
 
Prepare emails with high levels of diligence and attention to detail: Prepare emails with high levels of diligence and attention to detail: 
    o  Ensuring that the correct email address is entered.  
    o  Using “bcc” instead of “to” field where appropriate 
    o Encrypting emails where appropriate.
    o If emailing to a group, verifying who the members of the group are.   
 
Be cautious and suspicious if an email asks you to click on links or open an Be cautious and suspicious if an email asks you to click on links or open an 
attached document (even if from a familiar sender from a genuine email 
address).
 
Keep anti-virus and anti-malware software up to date, install patches when 
required. 
 
Ensure that data are kept safe and secure. Ensure that data are kept safe and secure. 
 
Use strong passwords (12 characters, mixture of alphanumeric, upper- and 
lower-case, and symbols eg. %, £, & etc.) and change them regularly.  Never 
share log-in credentials. Never allow someone else to see you entering 
passwords (particularly students!). 
 
Ensure passwords are unique (eg. do not use the same password for your Ensure passwords are unique (eg. do not use the same password for your 
Paypal account as for your VSware account etc).  
 
Respect access-permission levels, never snooping into files/records to which 
you have no genuine employment reason for accessing, adhering to the 
principle of “need to know”.  
 
Immediately notify the Principal if anyone attempts to obtain unauthorised Immediately notify the Principal if anyone attempts to obtain unauthorised 
access to personal data.  
 
Adhere to all School policies and protocols. 
 
Follow all instructions given by the Principal.  
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